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Sn’per NGFW Intelligent Next Generation Firewall

@m» Product Overview

SNIPER NGFW is an intelligent next—generation firewall that accurately controls various network potential
threats with user and application identification technologies and tracks issues with continuous monitoring
of traffic to effectively respond to internal network threats.

WintechNet's proprietary network security engine delivers high work productivity by delivering high
efficiency (availability/scalability/reliability) and significantly improving system stability and administrator
convenience.

@am» Key Feature

Application Layer Service Control with Application Security

User-specific application usage and traffic flow control

Provides policy establishment and management plan through statistical analysis of cumulative information
Control traffic identification analysis for network security threats

Traffic Monitoring/Tracking Response Management

Traffic Abnormalities Analysis Features

Traffic flow tracking based on correlation analysis

Session/policy-based traffic tracking management

Block simultaneous access to external networks when accessing a specific protected area based on the address of
the origin

Ensuring confidentiality and integrity of traffic between gateways with IPSec VPNs

Provides encryption services for secure data communication between users and gateways over SSL VPN
The system shall provide a packet filtering policy configuration Functions.

The system shall provide a Functions to check for duplicated policies.

The system shall provide various NAT Functionss.

The system shall provide a Functions to identify application usage and control traffic flow by user.

The system shall provide a Functions to analyze and block threat traffic through an anomaly/signature-based
detection engine.

The system shall support Bridge mode operation without any change in network configuration.
The system shall support various routing Functionss.

The system shall provide management tools based on SSH and web (HTTPS).

@=» Hardware Specification

CPU 4Core 2.4GHz
RAM 8GB
Storage SSD 64GB
Slot -
NIC 1G Copper 8
1G Fiber -
10G Fiber -
Max. Throughput (FW) 8Gbps
Max. Throughput (VPN) 3Gbps
Size 1
Power single (adapter)
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